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1 TrustPort Disk Shredder

1.1 Product overview and key fe atures

TrustPort Disk Shredder is an application aimed for secure and effective data erasure in the enterprise
networks as well as for use in a small office.

Architecture of the Disk Shredder product consists of client side application, distributed togethe r with

bootable media (USB drive, DVD) and TrustPort Disk Shredder ~ Server i local orin cloud - that communicate

with TrustP ort Disk Shredder Client . Communication between this to components enables client part to verify

license validity, send information about the shreddi ng processes running at local hosts and enables remotely

configure and control shredding at anend -pointcomputer . Thereds available simultaneous e
drives either connected locally or via remote erasure through the TrustPort Disk Shredder ~ Server .

Disk S hredder Client is not installable application. User needs to boot from received USB or DVD media with
the Disk Shredder bootable image prepared by an administrator in the TrustPort Disk Shredder ~ Server .

—

Authentication, License checking, Information about shredding process, reports send:

1.2 Minimum System Requirements

The TrustPort Disk Shredder Server installation requires at least the following hardware configuration:

I CPU with 2 cores
1 1 GB RAM.
9 20 GB of hard disk space.

The TrustPort Disk Shredder Client require for running computer:

9 256 MB RAM.

9| USB or CD/DVD drive

9 Ethernet NIC or Wi  -Fi (not necessary for offline mode)

9 An application is independent on the operating system of the shredded host computer.
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2 TrustPort Disk Shredder Server

TrustPort Disk Shredder Server is available via browser at IP address or via DNS name if DNS record
was created. For example: https://shredder  -demo.trustport.com/ or https://10.55.41.2 for cloud
installati on.

@) | https://shredder-demo. trustpert.com

TrustPort
DISC SHREDDER

administrator

2.1 Main Menu

9 Dashboard - shows administrator all information about erased devices, data and failures if any.
9 Reports i a list of all shredding reports ~ , even failed /not finished ones. Every record include s a
techni cal information about ~ a shredded device (CPU, RAM, Drives...) ,and a status of shredding

process. A real-time status information is available ifa shredding process s just running.

Administrator @y

MENU

User ¢ USB Device ¢ Start Time ¢ End Time ¢
Name ¢ Method Progress ¢
©  R1487337207542  demo demoApp_default online_remote (vsitr, 1) N 2017-02-1714:13:27.0 2017-02-17 14:13:46.0
©  R1486999409246 demo demoApp_default online_local (dod5220_22_m, 3) B 2017-02-131623:290 2017-02-13 16:30:41.0
+ Download PDF Report
Drives Devices | Connection Signature
Name Size File System Status Erase Cycle Progress Model Serial Number
~ sdb 25006 GB WDC WD2500BEVT-2  WD-WXC143143587
sdb2 102kB DONE 3/3 [ 100x ]
sdb3 970.58 MB DONE 3/3 [ 100% ]
sdb4 20563 MB DONE 3/3 [ 100 ]
0  R1486991993145  demo demoApp_default online_remote (vsitr, 1) N 2017-02-1314:19:530 2017-02-1314:19:55.0
0 R1486991676630 demo demoApp_default online_remote (dod522022.m,4) (BN 2017-02-1314:14:360 2017-02-13 14-14:540
It also includes full PDF report s available for download. PDF is digitally si gned.

Report include s the Health Status of the hard d isk. If S.M.A.R.T. testis OKthen the statusis set
to PASSED, if notthe statusissetto FAILED!. Report include salsoa number of fibad bl ockso
(reallocated sectors ).

Disk1

Name: sda Health status: FAILED!
Model: ST3160812AS All sectors: 312581808
Serial Number: SLS70AMZ Reallocated sec.: 41824

The details for specific values of SM.ARR.T.test ornumberofr eallocated sec tors may be found
using bootable TrustP ort Disk Shredder Client - see chapter 4.5 Secure erase method tab

Example of main part of report:


https://shredder-demo.trustport.com/
https://10.55.41.2/
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TrustPort Disk Shredder report

Digitally signed by Mgr. Pavel
Mrmaustik
Date: 2018.023.07 14:02:11 CET

Report name: R1520423544821 Progress: 100 %
USB Device: shredderApp_v2.0.0 Operational mode: online_local
User: venca Erase methode:  Quick-0x00
Management shredder-demo.trustport.com Erase cycles: 1
server:
Start Time: 2018-03-07 12:52:24.0
End Time: 2018-03-07 14:02:11.064
Shredded drives status
Disk1
Name: sdb Health status: PASSED
Model: WDC WD2500BEVT-2 All sectors: 488397168
Serial Number:  WD-WXC1A3143587 Reallocated sec.: 0
Size: 250.06 GB Shredding Status: DONE
Progress: 100%
Erase cycle: 1
9 Stats i this tab include s statistics about shredded data, devices an d users.
9 Remote control i tab include s a list of pending shredding processes - all shredding processes

set brylindiOr emot ed met hod. By cdaadckoosing dptlore redoive thee

shredding processin the end machine starts. See part fiOperational mode 0.

Administrator

User ¢ USB Device ¥
Name ¢ Created ¢ Status ¢

©  T1487341353182 demo demoApp_default 2017-02-17 15:22:330 Not Resolved

&

Drives

Select All
Name Size File System Model Serial Number
T sda 80GB Cruzer Edge

sdal 80GB Vfat

I 7 R
S £ A R B
T . I R B
I £ N R R

(1of1) 50 |

9 Download shredding ISO i an option to download an ISO file image with the end -point
shredding Client application.

9 Deployto USB i an information about an option how to use bootable US B drives instead of
bootable DVD.

i Erasing templates - in case of multiple users opera ting in the network, everyone may have
different pre defined shredding settings for an i @line - remote method 0. As well, for every user
may be allowed a specifi c Operational mode .See fiRemote control 0 option above.

9 Users i thistab definesuserrole .Userd s rAdrhingstration has the rights to create and manage
other us er 6 s &,circloding ta shredding licenses assigned to a specific user called Manager
This role can define  Shredder u sers who are providing a shredding process.

9 Certificates 1 this tab manages users and server 6 gertificates. Iti nclude s option to create a
certification request  and uploading the key pairinto a server.
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9 Licenses 1 this tab enables Administrator to add and check a new shredding license s.

9 Auditlog - enable s Administrator to view a system records stored in the logs. This re cord

include s events like shredding, editing of users settings, login attempts to the Disk Shredder
Server and a similar service logs.

2.2 User Roles
There are different roles defined in the Trustport Shredder Server:

9 Administrator - can change all available  settings of the TrustPo rt Shredder Server . He can
create another user , confirm his certificates and see all shredding reports and statistics
generated by all other users. This account can be also used for a device shredding as well .
Administra tor has full control over a user managem ent.

9 Manage r - can create another  Shredding user and Manager can see all the reports and statistics
generated by these users. He can also confirm /accept their certificates. Basical ly, Manager is
supervising the users created by him. Manager canodt auseré& reports belonging to oth  er
Manager s (and Users created by another Mangers). This account can be also used for shredding

process .

9 Shredder User - can only see his own reports. Shredder User may upload or create certificate
request for himself. This account can be used for drive shredding .

9 Auditor -can only view the reports and statistic. This account
process .

Altho ugh Administrator and M anager accounts can be fully used for shredding process , and

report s generat ed by this role are correctly stored in server database, it is better for shredding

process to define user role Shredder Users. It is better for the highest level of clarity.

Note: Every user may change hisown settings in fAMy the toprigmdorderafpt i on at
the page appe aring after login .

Roman Vencilek &

Roman Vencalek

_ roman.vencalek@trustport.com

e

2.3 Licenses

TrustP ort S hredder software | icenses can be managed by A dministrator . An overview of SW
licenses is available inm  enu Licenses in Dashboard . Any user may check the total number of an
available and already used licenses. License is marked as used once shredding process was
successful finished and  areport is created on the server side



MENU
Add Product Key

Product Key Shredder License
0/200 Jme
0/200 Jme
100/200 Tru
123/200 Tru
All available licenses may be assigned to specific Mangers by Administrator , using the Add
license button. Settings are available at a User - Licenses tab for every Manager. These
license s can be used by all Shredding Users created by this Man ager and/or by this Manager.

Note: In case , a Man ager has no assigned license, the shredding process will not start!

MENU -] tpmanager TrustPort Manager
User Login Licenses Certificate Shredder client app authentication
Created

2016-05-19 13:44:13.0 50/50
2017-02-17 16:03:33.0 20/20
2017-02-23 11:16:09.0 42/50
2017-05-17 14:18:47.0 0/100
MNew License

Shredder License: * 0 Remaining 212 licences.

2.4 Certificates

Every user must be authenticated before he starts a shredding process using  the bootable
USB/DVD , except using the O ffline mode (See chapter Shredding process with bootable USB or

DVD). Depend ing on security settings there are two option s available. Standard password
authentication (with login and password) and more secure certificat e authentication. A selection
of allowed authenticati on method can be change for every user individually at Users i TrustP ort
Disk Shredder Client app lication authentication tab. By default , both option s are allowed so any
user may use a standard password authentication or a certificate authentication.

-] tech2 te

User Login Certificate Shredder client app authentication

Allow password authentication:

Allow certificate authentication:

In case a user want s to use certificate authentication , there must be stored user 0 gertificate (without need of
private key) at the server side - certificate can be uploaded by user itself (in tab my Account settings) or by his
Manager or by an Administrator - in .PEM or .DER format (as a file with extension .PEM, .DER). On a bootable
USB drive with TrustPort Disk Shredder Client,t her e must be stored nuBEMoO.PFXgormat at e

key
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In process of certificate generat ion, a u ser may also create certification request for certification authority , to
obtain verified certificate for his private key

MENU

My Account

User Login Certificate

SETTINGS Upload Certificate Create Certification Request
Q, Audit Log

Type: Certificate -

Source: File Upload -

Certificate: * Browse... | No file selected.

Every uploaded certificate must be verified for using  in TrustPort Shredder  Server by Administrator  first or by
user Manager at a Certi ficate tab. Without it , user failed to login using certificate method.

RomanvVenciiex &

Type & Issuer Principal & Subject Principal * Validity & Verified
0 o2 . O=trustport, EMAILADDRESS=romanencalek@trustportc: O=trustport, EMAILADDRESS=romanvencalek@trustportcr 2017-04-2017:14050- 201804 201714050 ([KEGH *
(Laf1) so x|

SETTINGS

3  Preparing of bootable shredding USB or DVD

A bootable DVD ( containing SO image with  TrustPort Disk Shredder Client application) may be anytime
downloaded at the left panel of TrustPort Disk S hredder Serverintab fiDownl oad shredding | SOo0. |
burned to physical DVD media or use as is in virtual environment (Virtual Box, VMware).

o

As well the bootable ISO image containing the TrustPort Disk Shredd er Client may be used by p lacing into USB
drive by using 3rd application for example ARuf usao.

1) Download the ISO image from a Dashboard of TrustPort Disk Shredder Server - ADownl oad shredding | S

Erased Devices

I
You have chosen to open:
\3) shredder.iso
which is: 150 file
from: https://shredder-demo. trustport.com
- What should Firefox do with this fle?

" Openwith |DAEMON Tools Ultra Agent (default) =l

{+ | Save File

™ Do this automatically for files like this from now an.

OK Cancel

2) Download and run Rufus  application from https:// rufus.akeo.ie/ (supported operating systems: Windows XP or
later Windows OS, 32 or 64 bit).


https://rufus.akeo.ie/
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3) Plug your USB into the PC and run Rufus, and asafidevicedo choose your USB flash drive.
bootable disk using | SO | mageo |aithagbe franwsim 1. Then chabse Btart optiard e d
Operation takes several minutes depend ing on the speed of your USB flash drive.
Device -
|Ds2g (H:) BGE] =]
Partition scheme and target system type
|MBR partition scheme for BIOS or UEFI |
File system
|FATS2 (Default) |
Cluster size
| 4096 bytes (Default] =l
Mew volume label
| DiskshredderClient]
Format Options -
I™ Check device for bad blacks |1 Pass |

¥ Quick format

¥ Create a bootable disk using IISO Image 'l Q |

|7 Create extended label and icon files

| READY
About... |£I Start I Close |
[ Using image: shredder23.iso # ||
As an option it is possible to use e.g. UNetbootin from https://unetbootin.github.io / (supported operating

systems: Windows, Linux an d Mac OS X) or similar application.

4  Shredding process with bootable USB or DVD

To use TrustPort Disk S hredder Clientther eis a need to use bootable  DVD (see chapter 3) . The booting menu
option is generally available during startup of computer by pressing key F12 (or Esc, F2 in some cases - it
depend s on the hardware manufacturer) . In aBIOS menu should be available booting option DVD or USB if such
device is available.

Boot Menu

CD-ROM Drive

The s econd optionis to change a booting sequence in the BIOS. BIOS is available  during start up by pressing key
F2 (or Del, Esc , F12 in some cases, it depends on the hardware manufacturer). By moving for instance  DVD to
the top of thelist, you may change booting device order.
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CD-ROM Drive

Whenever acomputer is booted from a USB or DVD media , and running the  TrustPo rt Disk Shredder Client, as
described the first step, user is prompted to connect to TrustPort Disk Shredder  Server to authenticate himself,
and to receive shredding policy from TrustPort Disk Shredder ~ Server . Following step is to select a shredded
media and, final ly, when the shredding process finish es, TrustPort Disk Shredder  Client sends shredding report to
the TrustPort Disk Shredder  Server .

In the right pane of graphical user interface are placed configuration options like language selection.

In the left pane o  f the graphical user interface there are tabs defining functionality of the TrustPort Disk  Shredder
Client . Explanation of the  tabs follows in next chapters.

4.1 Connection settings tab

User can setup network connection settings in the tab sffthe MrestPortiDsln Séredder i n g
Client . All items are predefined and i n gener alngcessdarydeschanget something, then can user
continue clickingon fi@nnect o .button

I Connection settings i a useris able setup the address and port number of the Trust Port Disk
Shredder Server . The address can be in name convention as a host name (e.g. shredder -
demo .trustport.com) or standard IP network address (e.g. 10.50.16.24). The communication port
is optional, implicitly ~ there is used port number 443. If the license allow s it, fully o ffline mode can
beusedusing opti on ASkip to offline modeo.

10
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ase method

0 Erasing

B Finish pos
Connect

Local connection settings - setup of network connection of the local computer on which the
TrustPort Disk  Shredder Client is running. It is possible to choose between classical wired or
optionally wireless (Wi  -Fi) connection.

Common wired connection name start s by default with  letters fien0 (en stands for Ethernet for

example enp0s3 - Ethernet , pci bus 0, slot3).

Common wireless connections name start s by default with | et t e o §or gxavmple wip2s0) .If user
chooses wireless connection, all available networks are listed in network list. DHCP servers are pre-

set, soinmostnetworks t hered6s no need to change something and continu
fGnnecto.

IP address - select s an interf ace IP address for communication with TrustPort Disk Shredder
Server , for which the Local connection settings will be applied. Automatic DHCP method is used by
default .

DNS - setup of a DNS server can be done either automatically with help of a DHCP server inthe
net wor k or manual | y |Paygdredseofhbshnameg it 6s

Connect - pushing this button , TrustPort Disk Shredder Client connects to the remote  TrustPort
Disk Shredder Server .

Skip to offline mode - pressing this button  TrustPort Disk  Shredder Client is not trying to
establish connection to the remote TrustPort Disk Shredder ~ Server and limits number of  available
options . This option is not available in all versions of TrustPort Disk  Shredder Client . It is available

only with specific ~ TrustPort Di sk Shredder Client software license code.

4.2 User authentication tab

This tab enables user to authenticate to the TrustPort Disk  Shredder Client and the TrustPort Disk Shredder

Server , by entering the user 6 sredentials. Second option of authentication is using a user certificate. T his option

must be set and enabled in TrustPort Disk Shredder ~ Server by Manager userrole . U s @rivdieskey must be

available at USB flash drive containing the TrustPort Disk Shredder Client software . If the private key is

protected by a password , there is need to fill it indialogbox . Thereds displayed an activity of

process inthe right pane.

il

Authenticate - by pushing this button, user is authenticated with the help of inserted credentials.

In a case of failed authentication, displayed dialog enablestore -enter the userés credenti al
case of TrustPort Disk Shredder Client 6 dicense is expir ed, a message box informing user will be

displayed and shredding process canceled .

11
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I  Back - pushing this button enables a user to return  to the previous configuration wizard so that the
user can modify previously entered configuration options.

DiscShredder

% Connection settings

& Operational mode
B pisk selection

erase method

(® Erasing

[% Finish post-report
Authenticate

4.3 Operational mode tab
Options available in this tab enable user to choose the shreddin
connection a vailability. Not all methods are allowed (it depends on  a SW license type, currently logged user, and

an administration setting in the TrustPort Disk Shredder  Server ).

Online 1 local - mode provides self -selecting configuration for a data shredding process . Some
configuration settings may be disabled according to a user role.
f Online 1 remote - mode provides automatic configuration of shredding process from the TrustPort
Disk Shredder Server . l'tés available only if the usprocessreéde al |l ows it.

always to be started fromthe  TrustPort Disk Shredder  Server (remote control options).

I Offline - mode provides self -selecting configuration for data shredding. Some configuration

settings may be disabl ed accor dleonliftheauseursleatlovsit. r ol e . ltds avai
Technically thismodeneed s connecti on t o sswre\sleadding urépordsotasarver. Full
offline mode can be accessible from connection tab i fASkip to offline mode 0.

4.4 Disk selection tab

With the help of this  option, a user may choose a hard drive (disk devices) or/and partitions for shredding. It is
available only if userdéds role or operational mode all ows it.

Hard drives (physical disks) and partitions notation:

sda i the first physical disk

sdN i the N -th ph ysical disk

sdal 1 the first partition on the first physical disk
sdaNX i the X -th partition of the N -th physical disk

12
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DiscShredder

Format Size IV e Serial number | HI

<} Connection settings
@= User authentication

o op

Q Disk selection

E erase method

(® Erasing

[% Finish po

4.5 Secure erase method tab

This section is aimed for a selection of specific shredding method, at some methods the number of passes

selected as well. For the other ones , the number of passes is given by given standard.

A chosen erase method has no impact for SSD drivers shredding. SSD drives shredding is pre -set with suitable

secure SSD erase method.

This tab also allows you to check S.M.AARR.T dataandat estfor badblocks of selected drive.

TrustPort Disk Shredder  Client enables user to use following shredding methods:

List of available shredding methods

Quick - 0x00 - this method will simply overwrite all data with 0x00 stream.
Tru stPort - this method use s AES 256 random stream.
HMG IS5 Baseline - British sh redding standard method with number of passes:

GOST P50739 -95 - Russian shredding standard method with number of passes:

= =a =4 -a -

with number of passes: 3

HMG IS5 Enhanced - British sh redding standard method with number of passes:
NCSC-TG-025 - defined by NSA with number of passes: 3

NAVSO P -5239 -26 - defined by US Navy with number of passes: 3
NAVSO P -5239 -26 (MFM) - defined by US Navy with nhumber of passes: 3
NAVSO P -5239 -26 (RL) - defined by US Navy with number of passes: 3

== =4 =4 -4 -8 -a

AFSSI -5020 - defined by United States Air Force (USAF) with number of passes: 3

2

U.S. DoD 5220.22 -M - method of the U.S. Department of Defense standa rd (US DoD 5220.22

13



4.6

Keep IT Secure

T AR380 -19 - defined by US army withn  umber of passes: 3
T NSA 130 -1 - defined by National Security Agency ( NSA) with number of passes: 3

U.S. DoD 5220.22 -M (ECE) - method defined by the U.S. Department of Defense's standard (us
DoD 5220.22 -M ECE) with number of passes: 7

T VSITR - German standard with nu  mber of passes: 7
1 NATO - standard of NATO with number of passes: 7

1  Gutmann method - Peter Gutmann method . T akes long time to finish and should be used only for
very sensitive information with number of passes: 35

T  Gutmann + U.S. DoD 5220.22 -M (ECE) - Combin ation of Peter Gutmann method and method of
the U.S. Department . Itt akes a long time to finish ~ shredding of device  and should be used only for
very sensitive information with number of passes: 42

Pre -report tab

There is summary information of TrustPort Disk  Shredder Client setting s and computer HW information
displayed in the right pane.

I Start 71 using this button the shredding process starts. The data will be irretrievably lost! Status
of the shredding process is displayed in the right pane and this information is being sent to the
TrustPort Disk Shredder Server in defined time interval (except Offline mode). In case of expired
shredding license there is no information about it displayed to user. Shredding process will not be
performed.

f Back i enables a user to return to the previous configurati on wizard so that user can modify
previously inserted configuration options.

Shutdown when completed T enabling this check button, the computer is shut -down when the
shredding operation is finished and report about shredding is created and stored

DiscShredder
ormation
e Class ]
& Operational mode il BT A
g Disk selection
|’ Erasing
[ Finish post-report
Addopti onal note to report i enables a user to add one or two notes into the final digitally

signed PDF file report.

14



Gateway:
DNS

DNS2:

C_,'- Pre-report Partitions t
sdal

Erase method:

some note 1

\’ Erasing

[% Finish post-report

4.7 Erasing tab

| t 6 s displaymdthe up-to-date information about shredding process. User may stop shredding process
but in this case some data may not be destroyed and may be recovered! A Manager/Administrator can see

in the report of this shredding process on the TrustPort Disk Shredder Server status information saying that
shredding process was not finished completely T FAIL status.

Disk Shredder

" T
e Connection settings Overall progress: 2 (done/remaining partitions)

= User authentication

£ operational mode

g Disk selection

Actual partition

= Secure erase method

C_—} Pre-report

|’ Erasing

[% Finish post-report

4.8 Finish post -report tab

This tab displays result of the shredding process. In case when a user checks AShutdown when comp
at Erase tab, this report is not displayed, and the shredded computer is automatically shut down after finishing of
the shredding process.

15



Disk Shredder

Hardware information

. Class Description
%, Connection settings

= User authentication

£ operational mode

Erasure evaluation

E Disk selection
Erased partitions
sdb1
sdb2

= Secure erase method
Erase method:

§ Mode:

C;» Pre-report

Connection

|’ Erasing

[% Finish post-report

5  Offline Shredding and creatin g of reports

Inacase user 6s | sthelffneshreduiaghmode, any shredding process can be performed in this
mode (without network access to TrustPort Disk Shredder Server ). User can enable Offline shredding mode
clicking on tab fASki p tpanemehdConnecgonsetbine 0 . i n | eft

DiscShredder

n settings

B pisk selection

erase method

Local

Connect

16



Information of a shredding process (shredding report metadata), needed for shredding report creation, is stored
in the root folder of USB flash drive from which user started the Offline shredding process. (In case when user
boot shredded computer from DVD or any other read -only medium, no information is stored).

DiscShredder

&= User authenti

\’ Erasing

Report was saved to root directory of boot device as:
OR1499175131781

The shredding report metadata can be uploaded to Managem ent console using the Report
top left corner of the window (this operation can be done by role: Administrator, Manager or Shredding user). In

the displayed browsing window, user must select a metadata report file ( root of flash drive or stored at hard

drive). TrustPort Disk Shredder Server creates a shredding report form the metada ta reportfileand a dd it to the
list of shredding reports. Name of the user adding the report is added to the shredding report. (Shredding

process start ing and ending

time is taken from shredded computer BIOS). When the new report is saved, the

number of available licenses is decr eased.

17
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6  Modification of default configuration

Default configuration may be changed when TrustPort Data Shredder  Clientis run from from USB flash drive. By
adding the file discshredder .conf into the root directory of flash drive , user can change s elected configuration
items , if needed This configuration file is loaded during start of TrustPort Disk Shredder Client application . The
discshredder .conf file can be created by any text editors e.g.  Notepad.

Descriptions of the configuration items (every line in the configuration file is ended by comma mark ):

18









